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MANAGEMENT AUTHORITYMANAGEMENT AUTHORITY



WHAT IS A RECORD?WHAT IS A RECORD?

ISO 15489 'information created, ISO 15489 'information created, 
received, and maintained as received, and maintained as 
evidence and information by an evidence and information by an 
organization or person, in organization or person, in 
pursuance of legal obligations or in pursuance of legal obligations or in 
the transaction of businessthe transaction of business‘‘
Electronic records Electronic records vsvs paper paper 
recordsrecords
Software and hardware Software and hardware 
dependentdependent
Separation of medium from Separation of medium from 
messagemessage



ELECTRONIC ELECTRONIC 
RECORDKEEPINGRECORDKEEPING

EE--DOCMENT DOCMENT 
MANAGEMENT VS EMANAGEMENT VS E--
RECORDS MANAGEMENTRECORDS MANAGEMENT
LINELINE--OFOF--BUSINESS BUSINESS 
APPLICATIONSAPPLICATIONS
DIGITAL DIGITAL –– Sound and Sound and 
ImageryImagery
DYNAMIC DYNAMIC –– Web ContentWeb Content
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Presentation Notes
Conceptually the Shared Systems Suite for RM Systems was meant to be able to deal with ………………

A variety of information sources in a variety of formats - paper, electronic, multi-media
Managed in unstructured and non-integrated environments on hard-drives and shared drives
Printed out and put on file, 
Needing to be managed as part of the official record.

To go from this to this [next slide]
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CAPTURECAPTURE
MANAGEMENTMANAGEMENT
MAINTAINING ACCESSMAINTAINING ACCESS
LONGLONG--TERM PRESERVATIONTERM PRESERVATION
BUSINESS CONTINUITY / BUSINESS CONTINUITY / 
DISASTER RECOVERYDISASTER RECOVERY
TECHNOLOGICAL CHANGETECHNOLOGICAL CHANGE



CHALLENGES WORKING CHALLENGES WORKING 
WITH ELECTRONIC RECORDSWITH ELECTRONIC RECORDS

COST (PURCHASE / SUPPORT AND COST (PURCHASE / SUPPORT AND 
MAINTENANCE)MAINTENANCE)
TRAINING AND USER ACCEPTANCETRAINING AND USER ACCEPTANCE
SECURITY SECURITY –– PREVENTING PREVENTING 
UNAUTHORISED ACCESS AND UNAUTHORISED ACCESS AND 
TAMPERINGTAMPERING
POWER SUPPLYPOWER SUPPLY



BENEFITS OF ELECTRONIC BENEFITS OF ELECTRONIC 
RECORDS! RECORDS! 

Large Volumes in Small SpacesLarge Volumes in Small Spaces
Accessible from anywhere with a web connectionAccessible from anywhere with a web connection
Searchable / sortableSearchable / sortable
MultiMulti--media can be kept with documents as media can be kept with documents as 
recordsrecords
Can be backedCan be backed--up / copied for disaster recoveryup / copied for disaster recovery
Tamper proofTamper proof



INTERNATIONAL INTERNATIONAL 
DEVELOPMENTS: RESEARCHDEVELOPMENTS: RESEARCH

PITTSBURGH UNI PITTSBURGH UNI 
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REQUIREMENTS FOR REQUIREMENTS FOR 
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(INTERPARES)(INTERPARES)
MELBOURNE (MONASH MELBOURNE (MONASH 
UNIVERSITY UNIVERSITY ––
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RECORDKEEPING RECORDKEEPING 
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STANDARDS AND STANDARDS AND 
GUIDELINESGUIDELINES

AS 4390 AS 4390 –– RM RM 
ISO 15489 ISO 15489 –– RMRM
ISO 23081 ISO 23081 ––
Metadata for RKMetadata for RK
ISO ? ISO ? -- Work Work 
Process AnalysisProcess Analysis
Align to BPR / Risk Align to BPR / Risk 
Management?Management?



STANDARDS AND STANDARDS AND 
GUIDELINESGUIDELINES

EU EU –– MORecMORec –– EDRMS EDRMS 
RequirementsRequirements
ICA ER Committee ICA ER Committee --
Principles and Functional Principles and Functional 
Requirements for Records in Requirements for Records in 
Electronic Office Electronic Office 
Environments Environments 
PARBICA PARBICA -- Recordkeeping Recordkeeping 
for Good Governance Toolkit for Good Governance Toolkit 
(the Toolkit)(the Toolkit)



NATIONAL ARCHIVES NATIONAL ARCHIVES 
APPROACHES APPROACHES --  AUSTRALIAAUSTRALIA

Information Management Information Management 
Framework Framework –– current recordkeepingcurrent recordkeeping
DIRKS (Design and Implementation DIRKS (Design and Implementation 
of RKS)of RKS)
Digital Preservation  ( XMLA)Digital Preservation  ( XMLA)
Guidelines for EDRMS and Business Guidelines for EDRMS and Business 
Information SystemsInformation Systems
Recordkeeping Metadata StandardRecordkeeping Metadata Standard



NATIONAL ARCHIVES NATIONAL ARCHIVES 
APPROACHES APPROACHES --  USAUSA

EE--GovtGovt Act 2002 Act 2002 -- requires NARA requires NARA 
to work actively with agenciesto work actively with agencies
EE--Government Electronic Records Government Electronic Records 
Management InitiativeManagement Initiative
Guidance on enterpriseGuidance on enterprise--wide ERMwide ERM
Electronic IM StandardsElectronic IM Standards
Transfer of Permanent eTransfer of Permanent e--RecordsRecords
RM requirements for BP design and RM requirements for BP design and 
Systems development lifeSystems development life--cyclecycle



NATIONAL ARCHIVES NATIONAL ARCHIVES 
APPROACHES APPROACHES --  UKUK

EE--Government Policy Government Policy 
Framework for ERMFramework for ERM
Functional Requirements for Functional Requirements for 
ERM SystemsERM Systems
Guidelines for Appraisal and Guidelines for Appraisal and 
PreservationPreservation
Requirements for sustaining Requirements for sustaining 
electronic information electronic information 
overtimeovertime

http://en.wikipedia.org/wiki/Image:Flag_of_the_United_Kingdom.svg


NATIONAL ARCHIVES NATIONAL ARCHIVES 
APPROACHES APPROACHES --STH AFRICASTH AFRICA

NARS Act 1996 s.13 NARS Act 1996 s.13 –– provides provides 
authority to determine conditions authority to determine conditions 
under which ER systems are managedunder which ER systems are managed
Managing ER in Government Bodies Managing ER in Government Bodies ––
Principles and RequirementsPrinciples and Requirements
Managing ER in Government Bodies Managing ER in Government Bodies ––
Metadata RequirementsMetadata Requirements
Functional Specs for integrated DM Functional Specs for integrated DM 
and RM solutionsand RM solutions

http://en.wikipedia.org/wiki/Image:Flag_of_South_Africa.svg


NARA NARA ––  USA Strategies for USA Strategies for 
ReformReform

Strategies for reforming Federal Strategies for reforming Federal 
records managementrecords management
––

 
Advocacy and communicationAdvocacy and communication

––
 

Policy and guidancePolicy and guidance
––

 
Implementation and assuranceImplementation and assurance



NARA NARA ––  Advocacy and Advocacy and 
CommunicationCommunication

Communicate RM message directly to Communicate RM message directly to 
senior officials in agencies (rather senior officials in agencies (rather 
than through records officers)than through records officers)
Work with agencies to address Work with agencies to address 
change management needs change management needs 
Regular targeted discussion groupsRegular targeted discussion groups
AgencyAgency--byby--agency or caseagency or case--byby--case agreement or case agreement or 
MOU between NARA and Federal agenciesMOU between NARA and Federal agencies
Training ProgramsTraining Programs



NARA NARA ––  Policy and GuidancePolicy and Guidance

Revised regulations that reflect new Revised regulations that reflect new 
strategic directionsstrategic directions
New guidance for appraising and New guidance for appraising and 
scheduling recordsscheduling records
Electronic recordsElectronic records--specific guidance specific guidance 
(unstructured data, Web records)(unstructured data, Web records)
Partnerships with the FEA, OMB, and Partnerships with the FEA, OMB, and 
the CIO Council to create a Records the CIO Council to create a Records 
Management ProfileManagement Profile



NARA NARA ––  Implementation and Implementation and 
AssuranceAssurance

From policy to practiceFrom policy to practice……..
Agencies need help applying RM in agencies Agencies need help applying RM in agencies 
consistently and effectively across the consistently and effectively across the 
enterpriseenterprise
NARA focused on developing NARA focused on developing 
implementationimplementation--level tools and best level tools and best 
practices practices 
––

 
The following examples include:The following examples include:

EE--Records ProjectRecords Project
Toolkit for Managing Electronic RecordsToolkit for Managing Electronic Records
RM StudiesRM Studies
RM Profile PilotsRM Profile Pilots



AUSTRALIAN FINANCE AUSTRALIAN FINANCE 
CONTEXTCONTEXT



AUSTRALIAN FINANCE AUSTRALIAN FINANCE 
CONTEXTCONTEXT

FMAA Act 1997 FMAA Act 1997 –– Recordkeeping requiredRecordkeeping required
Minister for Finance has access to all Minister for Finance has access to all 
records records –– Audit OfficeAudit Office
AIMS / CBMS AIMS / CBMS –– networked to all agenciesnetworked to all agencies
AGIMO AGIMO –– whole of Government approachwhole of Government approach
Shared Systems Suite for Financial Shared Systems Suite for Financial 
Management Systems (FMIS), Human Management Systems (FMIS), Human 
Resource Management Systems (HRM) and Resource Management Systems (HRM) and 
Records Management Systems (RMS) Records Management Systems (RMS) 
(1995 (1995 –– 1997) 1997) –– standards settingstandards setting

Presenter
Presentation Notes
The most significant development in moving standards based activity into systems development at the Federal level was…………………..

The Shared Systems Suite was a Federal Government initiative designed to evaluate and select a range of information management solutions against a pre-determined set of requirements. The program was run out of the Office of Government On-line (OGO). The process has looked at Financial Systems, Human Resource Systems and Records Management Systems in that order. It began in 1995 with a Cabinet decision endorsing the strategy outlined in a policy paper entitled Clients First.

The rationale behind the initiative was to ensure that systems development and implementation occurred at the whole-of-Government rather than individual agency level to overcome the ‘Tower of Babel’ syndrome; to ensure that Government achieved value for money and consistency in its approach to systems procurement; to ensure its systems kept pace with the evolving technological environment, particularly with Internet and e-commerce developments; and to better enable Government to meet its clients expectations information about Govt and its services online.

The Records Management solution portion of this process was completed in late 1997.

The significance of the process from a record keeping standards point of view is that it also enabled systems to be evaluated against a predetermined set of criteria across the whole of government. I was on the Committee which developed the specifications for the RM Systems and I can tell you it made life significantly easier having the RM Standard AS 4390 as a benchmark (as it did I might add to have the pioneering work done in Canada developing systems requirements in the early 1990s).




  



This initiative has particular relevance for 




AUSTRALIAN CONTEXT AUSTRALIAN CONTEXT --
 LEGISLATIONLEGISLATION

Evidence Act 1995Evidence Act 1995
––

 
abolition of original document abolition of original document 
rulerule

––
 

provisions allowing for easier provisions allowing for easier 
proof in relation to electronic proof in relation to electronic 
systemssystems

Electronic Transactions Act Electronic Transactions Act 
20002000
––

 
regulation of onregulation of on--line line 
transactionstransactions

––
 

allows for electronic allows for electronic 
communications to satisfy legal communications to satisfy legal 
requirements for writing, requirements for writing, 
signatures, production of signatures, production of 
documents and formation of documents and formation of 
contractscontracts



LESSONS LEARNEDLESSONS LEARNED

Being wise after the event!Being wise after the event!



Lessons LearnedLessons Learned

Reform is an evolutionary process Reform is an evolutionary process 
involving complex change management involving complex change management 
issuesissues
Requires feedback and cooperation Requires feedback and cooperation 
from agencies and stakeholdersfrom agencies and stakeholders
Need to consider the recordkeeping Need to consider the recordkeeping 
environment, particularly the rapid environment, particularly the rapid 
changes in technologychanges in technology
Partnerships increasingly need to Partnerships increasingly need to 
focus on tools and best practices to focus on tools and best practices to 
meet challengesmeet challenges



Lessons LearnedLessons Learned
Cultural change Cultural change –– training and training and 
communication communication –– People! People! 
Leading Government  (Steering Leading Government  (Steering 
not Rowing) and/ornot Rowing) and/or
Being ready when Government Being ready when Government 
callscalls
Policy does not automatically lead Policy does not automatically lead 
to practiceto practice

Presenter
Presentation Notes
Dealing with the Cultural Change issues was probably the most critical and difficult part of the whole project.. 

It really becomes a sales job and user acceptance of any system can make or break it.

Fear of the unknown can work against you so some thought and effort needs to be made to ensure that the customers are in the main satisfied. The staff in the Records Management Unit for example were very fearful of change and took much gentle coaxing to adjust to the new environment.

Workshops, Meetings, Newsletters and social occasions are all good places to pass on information about your project.

One word of warning though. Be careful what is said and be sure that the project will be able to deliver. 

If there is a bigger danger than poor communication it is in raising expectations. Bad news should always be avoided. The Spin Doctor should always be on 24 hour call!

Don’t be a zealot. Work arounds will occur. We had built a system to be fully workflowed but many managers found working with electronic in-trays to difficult and so they had their personal assistants manage the workflow on their behalf after they had approved document changes.

Also we attempted to get scanning done at the Ministerial Office end as that is where the correspondence arrives but they were all too busy so it had to be done in the Department. 

After our analysis of business requirements we were absolutely sure that we were delivering a solution that the clients wanted. While the solution met the overall busines requirements individuals at the sharp end of the workflow found it hard to adjust particularly as the system experienced various teething problems in production, particulalry screen freezes and slower than acceptable response times.

There is a big difference shifting from manual workflow to electronic workflow


One tip is to avoid technical or complicated software demos. Try and stage manage the presentation of information to suit the audience. Ensure that if you do show software that sales people do it rather than technical people. Don’t under any circumstances demo the software yourself until you are very familiar and comfortable with its operation. 
At the end of the day user acceptance can make or break a systems development process. That means investing particular effort in ensuring that the potential users are thoroughly involved in the whole process from start to finish. 
My mantra for this is people, business, technology in that order. Once you have sorted out the people and business level requirements then look for a technological solution. Make the solution fit the people and business not the other way around.






Lessons LearnedLessons Learned
Audit and compliance Audit and compliance –– ‘‘stickstick’’
Building recordkeeping into systems Building recordkeeping into systems 
designdesign
Business requirementsBusiness requirements
Capturing metadata Capturing metadata –– naming naming 
standardsstandards
Data Migration / Legacy DataData Migration / Legacy Data
Cost / BenefitCost / Benefit
IT Vendors IT Vendors –– ““We have the solution!We have the solution!””

Presenter
Presentation Notes
Building recordkeeping processes into the systems workflow design proved to be amongst the more straight forward tasks in the whole project. 

Sitting down with business analysts and mapping the workflow through the organisation and determining where the records capture points were and what the final record might contain was a relatively simple process. In the case of the Ministerial workflow the beauty of the solution was that we were able to ensure records capture and retention were automatic processes.

Now on the reverse side of the coin dealing with the Archival compliance regime proved to be somewhat more problematic. 

At the time the project the National Archives had still not released the final DIRKS methodology nor were there in place new procedures for the approval of Records Disposal Authorities. I had in mind that one of the related outcomes I wanted from the Project budget was a new Thesaurus and new Disposal Authority for the Department which complied with the new NAA regime.

However their timeframes didn’t match with mine as I had to have the project completed by the end of 1999 and they didn’t have their new procedures in place when the project commenced and as it turned out not until early 2000. So we went ahead using the draft DIRKS methodology and met the key objective which was to have a functional thesaurus in place in TRIM by the time the pilot commenced in late October.

There is a very long story about what happened once their procedures were in place but time doesn’t permit me going into the details. Suffice to say their business imperatives  and response times didn’t quite match ours (and that of many other Government Departments as I discovered!)

Capturing metadata.. Well that depended on the extent to which it was automatic. Most elements of the Ministerial workflow involved automatic capture. The only metadata users were required to enter was a title in free text. Very early on we decided to keep thesaurus control out of the ministerial workflow as it proved to be too cumbersome for technical manipulation and too complex for users to master. The RM unit however took to Thesaurus titling with coaching and that proved to be a bonus in terms of access and retrieval over the old system which had no control language at all.

Data Migration from the legacy systems proved to be more difficult and costly than expected. For a start we had to go out and re-hire the Universe database expert the Department had let go some months before. There followed a lengthy data cleansing exercise using Access database before we could move the data into TRIM  



 



Lessons LearnedLessons Learned

Managing in Outsourced EnvironmentsManaging in Outsourced Environments
Doing what is achievable / affordableDoing what is achievable / affordable
Managing Risk Managing Risk –– what is core to what is core to 
business?business?
Whole of Government approachWhole of Government approach
Strategic alliance between Records Strategic alliance between Records 
and Auditand Audit
““Getting your own house in order!Getting your own house in order!””
Maintain the Strategic FocusMaintain the Strategic Focus

Presenter
Presentation Notes
The technology wild west. Constantly changing software and hardware platforms which under pin the client applications, business applications and the networks which tie all these together. Nothing is ever stable. Beware of the software patch implemented at one layer which impacts on all the software above which is not fully tested. Making sure all the layers of software from the operating system up are in sync is an art in itself .

Oh and make sure you know the bandwith on your network especially to remote offices. It can kill the whole operation if it is too small.

While I’ve said that technical IT support should be kept at arms length from the business side they are nonetheless the people who will ultimately assist you to acquire and plug in the technological basis for the system you are developing. The main thing is to be persistent.

The main thing to remember is that if they try to snow you in techno speak don’t be afraid to ask if you don’t understand something.

By asking the dumb questions I learnt that Raid isn’t something the police do, that Mirror isn’t something you look into, that Ghosting isn’t poor TV reception and that Fat Client and Thin Clients aren’t your physically challenged customers!

If you are in the unlucky position of attempting to conduct your project in an outsourced environment as I was you can’t do things with the technology that you once took for granted without involving representatives from the outsourcing company in the project. 

Ideally, the appointment of a Project Manager from the outsourcing company will ensure smoother communication and improve chances of priority work getting their time and intention in accordance with your time-frames. And don’t forget all this extra activity will cost you more money and, of course add extra layers of complication.

In my experience these people are usually interested in maximising the companies return rather than being of any real assistance.

 
  




STRATEGIC FRAMEWORKSTRATEGIC FRAMEWORK



Thank you Thank you ––  Questions?Questions?
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